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Access Control in 3 steps ST

An ID:
Name!

. Email!
I Number!
n . Mentification | Address!

There are three
sCeps that must — 2. Authentication
happen for a subject

to access an object:
identification,
authentication, — 3, Auchorization

and authorization.

[3)
Resource




[dentity related issues on OSNs ez

* Different types of attacks:
Sybil
|ldentity theft
Cloning

* Fake accounts for varying purposes: Facebook releases that
5% to 6% of registered accounts are fake

* = There is unreliability!

users do not have, or rarely do have, a mean to reliably identify
the person behind the account




Identity validation in OSN - what for? .

OCIA

= arena for creating and maintaining social

N :a-—v/One of the main requirements for trust to occur is to be sure of
- ,_\the identity of each other!

/' N wa
IRUTY
* OSNs = environment for declaring and develoflRg
identities LI
Veracity is not verifiable: .
| | T1ES
privacy preservatlon
spoiled accounts
* ldentification misleads [ 5 J

* Ineffective access control and privacy preservation mechanisms

Insecure environment
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Previous works

* Most focus on detecting identity related frauds
and attacks [14][15][16]

* Most rely on the central system to perform the
detection and to take action

* Few give users a mean to rate the
reliability/credibility of an account [17][18]

Mostly through relying on historical
transactions or connections between
participants
Limitation 1: Transaction scoped [ 6 J
Limitation 2: Connections’ fraudulent - collusion
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Research Question Qﬁs "

* How can we validate identities of OSN users without relying
on a central authority?

. N
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* Can we make use of the community to validate profile
information?

i
s

Intelligence

Community I i

_— ——




Observation

- The more coherent an online profile is + the better this
coherency is maintained over time, the more probable this
profile is operated by a truthful identity [10]

Full name: Frya Straws
Full name: Poe Pineapple

Gender: Male
Age: 31

Gender: Female

Age: 18
Address:
Address: 12, Banana Street; Spring city; Fruits Religious views: Complicated

Land Interested in: strength and body-building

Religious views: Citruism Work place: Reoteins production INC

Interested in: improving digestion, Education: _Aesthetics Professional School
e "

Social status: single
Hobbies: sun-bathing

strengthening bones
Work place: Fun Juice factory
Education: Health and Nutrition University

Sports:
Social status: married Movies:
Hobbies: Music:
Sports: Country of origin: Veggies Land
M . . . . — = -
ovies: Lives in: Flesh Land
Music:

Lived in: Veggies Land
Country of origin: Fruits Land Languages: Strawssian
Lives in: Fruits Land
Lived in: Fruits Land

Languages: Applian
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Hypothesis & Concerns

* OSN community can collaborate to credibly rate
the coherency of a target profile

* BUT

Profiles span multiple identity dimensions =2
where is coherency expected?

Quality of rates = who could rate what?
Collusions’ risks

Privacy issues = sensitive information
disclosure/leakage!




<
o
@

The CBIV Model - Overview srhc g

* What are the attributes for which the
corresponding values can be rated for inter-
coherency?

Correlated attribute groups identification
* How can these groups be identified?
A learning phase is needed
* Who is to rate what?
Raters’ selection is a requirement
* How to rate a target profile based on the above
An evaluation phase emerges [10}
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Let's exemplity it... proclg

q

Summary:
v We need to identify the correlated attributes
v We need to know the direction of the correlation

Resemblance:
(A The problem sounds similar to Association Mining for
Basket Analysis

Question:
> How can we detect the correlated attributes?

e Can we countthe frequency of occurrence of
similar vakdes?!

* Can we mine people’s knowledge/feedback?

__{



" The CBIV Model - Learning Phase 1/2 |
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Correlated Attribute Groups: a group of
attributes for which the values can be rated as
coherent to each other or not by an informed
person.
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The CBIV Model - Learning Phase 1/2 I

How to find correlated attribute groups?

Learn them from trusted users’ feedback on learning
profiles dataset

* Do you think the following values can belong to a true
identity altogether?

Job = Fun fruits factory, project mc E
late

Education = Health and Nti(trition 4
—~—DefiATtely YES =) Support

1
< 0.5 [ : :
: : —:> [ 13 }
» Not meaningful to judge /| do not know 0




The CBIV Model - Learning Phase 2 /2 srsus

Coherence Relation: an implication between the elements of
a correlated group based on which the coherence of their
corresponding values is to be rated. Such an implication will
define the raters selection on the given correlated group.

Who is to better judge the coherency of this combination?

o
&
'r» :
&
o

&
S

Job = Fun fruits factory, project manager
Education = Health and Nutrition Univ Graduate

Support(Job/Education)
Vs.
Support(Education/Job)

mm) Confidence (4]
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The CBIV Model- The Evaluation Phase |g

* Goal: compute an ITL (Identity Trustworthiness Level) from
user feedback for a target profile given a set of correlated
groups and coherence relations on them

* Method:

For every correlated group
Perform raters’ selection based on corresponding coherence

relations
Gather selected raters’ coherency feedback for the values on
the target profile corresponding to the elements of the

correlated group
Aggregate the feedback on all the correlated groups and

make the ITL [ 15 J
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Training profiles
. o &P Target user
Salary, Job rofile
Job, Salary, Edu Trusted Users P
....... Raters
selection Feedbacl.<
“Correlatéd aggregation
attribute
groups
- l ] n(Job), feedback(Salary) .
Salary €Job — n(Edu), feedback(Job, Salary) Identity
Job, Salary € Edu | T e trustworthiness
....... - | o evel
— — Raters selection rules
Coherence
Relations
(6]

Evaluation of target user profile

Learning the correlated attributes




Performed experiments - dataset 3%

SOCIALAB
* Adults dataset from US Census Bureau
Contains 45222 records spanning 14 attributes
* 11 out of the original 14 attributes have been considered

Attribute Description

Age Ape

Work-class Work Class

Education Education Level

Educ-num Number of years spent at school
Marital-status | Marital Status

Occupation Johb

Social-role Social Role

Race Race

Sex Gender

hrsperweek Number of hours worked per week
Country Country of origin

TABLE I : Attributes of the profile schema
adopted in the experiments
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[dentified correlated groups- CBvs.AM . %

Supports
' Candidate Group ANT B
educ-num, gender 0.36 insig
' hrsperweek., gender 0.66 insig
educ-num ., race .34 insig
hrasperwecelk, race 0.36 insig
gender, race 0.44 insig
' educ-num, social-role 0.29 insig
hrsperweek, social-role 0.30 insig
gender, social-role 0.38 insig
educ-num . marital-status 0.27 insig
hrsperweek, marital-status 0.26 insig
gender, marital-status 0.36 insig
gender, education 0.25 insig
educ-num ., work-class 020 insig
hrsperweek, work-class 0.30 insig
gender, work-class 0.37 insig
race, work-class 0.21 insig
educ-num, age .25 insig
race, age .21 insig
gender, age 0.37 insig
hrsperweek, age 0.35 0.56
social-role, marital-status 0.21 0.56
educ-num . education 0.37 .52
education, hrsperweek insig .66
age, marital-status insig .55
education. occupation insig .59
occupation, hrsperweek insig 067
occupation, educ-mnumm insig hG3
occupation, work-class insig 0.G3
country, race insig LI RST 6 18
work-class, educ-num insig 0.57

TABLE IT : Candidate groups considered as correlated
attributes either by CDB or by AN method




Performance results
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The CBIV Model - Privacy issues

*Exclude the quasi-identifier
attributes from all the reasoning
of the model

*... hot enough

*K-anonymity shall be ensured...
Is it enough?!
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The CBIV Model - Future Works

*More experiments on real
environment

* Address privacy issues
*Weighted / multi-dimensional ITL

* Revise the model to fit the
requirements of a decentralized
architecture
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The CBIV Model - Collaborations

* CBIV on a decentralized architecture using
Gossip learning

Amira has addressed that...




This model has been formalized and
submitted for a paper review to the

International Conference on
Distributed Computing
Systems-ICDCC 2014

http://lIsd.Is.fiupm.es/icdcs2014
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All Welcome!
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