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•  World	
  popula6ons	
  percentage	
  of	
  online	
  users:	
  39%	
  of	
  7.1	
  billion	
  
•  58%	
  are	
  in	
  any	
  SN,	
  56%	
  in	
  Facebook,	
  14%	
  in	
  LinkedIn,	
  11%	
  in	
  Twi$er	
  
•  Alexa's	
  web:	
  TwiSer	
  one	
  of	
  the	
  ten-­‐most-­‐visited	
  websites	
  worldwide	
  by	
  traffic	
  analysis	
  

	
  

Online	
  Users	
  



Twi$er	
  in	
  numbers	
  
•  Fast	
  growing	
  OSN	
  with	
  650	
  million	
  registered	
  users	
  
•  232	
  million	
  monthly	
  ac4ve	
  users	
  -­‐	
  daily	
  tweets:	
  

March	
  2011	
  140	
  million,	
  now	
  500	
  million	
  tweets	
  per	
  
day	
  in	
  the	
  world	
  

•  TwiSer	
  queries	
  per	
  day:	
  2.1	
  billion	
  

In	
  our	
  experiments	
  we	
  apply	
  to	
  US	
  data	
  (1/3	
  of	
  
worldwide	
  traffic)	
  

Spam:	
  8%	
  of	
  25	
  million	
  URLs	
  [Chris	
  Grier,	
  CCS2010]	
  	
  
•  2011:	
  	
  3.5	
  billion	
  malicious	
  tweets	
  
	
  



The	
  problem	
  of	
  Spam	
  in	
  Twi$er	
  

[Chris	
  Grier,	
  CCS2010]	
  	
  

Twi$er	
  Features	
  used	
  by	
  spammers:	
  
•  Trend	
  hijacking: 	
  Ride	
  on	
  success	
  of	
  trends	
  
•  Trend	
  seIng: 	
  Create	
  trending	
  topic	
  
•  Callouts@:	
   	
  Men6ons	
  used	
  to	
  personalize	
  
•  Tweet	
  hijacking: 	
  RT	
  prepending	
  the	
  tweet	
  with	
  spam	
  URLs	
  
•  Retweets: 	
   	
  RT	
  of	
  blacklisted	
  URLs	
  

TwiSer	
  is	
  ideal	
  place	
  for	
  spammers:	
  	
  
•  Public	
  content	
  
•  Easy	
  crea6on	
  of	
  network	
  (without	
  approval	
  of	
  users)	
  
•  Missing	
  filtering	
  mechanism	
  	
  



Feature	
  frequency	
  in	
  spam	
  by	
  blacklists	
  

hashtags # 
93% 

mentions 
@ 
5% 

retweets 
2% 

Google 

•  8%	
  of	
  25	
  million	
  URLs	
  posted	
  point	
  to	
  phishing,	
  malware,	
  and	
  scams	
  listed	
  on	
  popular	
  blacklists.	
  
•  Blacklists	
  lag	
  behind	
  Twi$er:	
  most	
  spam	
  messages	
  appear	
  4–20	
  days	
  before	
  the	
  URLs	
  embedded	
  

in	
  messages	
  become	
  flagged	
  	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  hence,	
  we	
  are	
  not	
  coun4ng	
  (en4rely)	
  on	
  blacklists!	
  

Twi$er	
  -­‐	
  A	
  marketplace	
  for	
  spammers	
  	
  

•  Twi$er	
  account	
  sellers:	
  accounts	
  composing	
  &	
  sending	
  
tweets,	
  Paid	
  Owner	
  

•  Sponsored	
  Tweets:	
  pay	
  users	
  to	
  host	
  ads	
  in	
  their	
  tweets	
  
•  Spam	
  affiliate	
  programs:	
  bots	
  that	
  create	
  accounts	
  and	
  

post	
  spam	
  links	
  (exploi6ng	
  trends)	
  .	
  

[Thomas	
  SIGCOMM	
  ‘11	
  ]	
  

This	
  work	
  deals	
  with	
  Spam	
  in	
  Twi$er	
  

[Chris	
  Grier,	
  CCS2010]	
  	
  



General	
  about	
  Spam:	
  	
  
•  Malicious	
  URL	
  detec4on	
  in	
  “Design	
  and	
  Evalua.on	
  of	
  a	
  Real-­‐Time	
  URL	
  Spam	
  

Filtering	
  Service”	
  [Security	
  and	
  Privacy’11]	
  	
  
•  Measuring	
  the	
  conversion	
  rate	
  of	
  spam	
  in	
  “Spamaly.cs”	
  [CACMSpam09]	
  	
  
•  Distribu6on	
  infiltra4on	
  for	
  measuring	
  spam	
  campaigns	
  from	
  the	
  inside	
  in	
  “On	
  the	
  

Spam	
  Campaign	
  Trail”	
  [Usenix	
  2008]	
  

Privacy	
  in	
  SNs:	
  	
  	
  	
  
•  Building	
  working	
  prototype	
  of	
  a	
  variant	
  of	
  TwiSer	
  protec6ng	
  tweet	
  contents,	
  hash	
  

tags,	
  interests	
  in	
  “Hummingbird:	
  Privacy	
  at	
  the	
  .me	
  of	
  TwiGer”	
  [Security	
  and	
  
Privacy	
  ’12]	
  

•  Inferring	
  private	
  from	
  public	
  aSributes	
  in	
  SNs	
  in	
  “You	
  are	
  what	
  you	
  like	
  	
  
informa.on	
  leakage	
  through	
  users'	
  interest”	
  [NDSS	
  ‘12]	
  	
  

•  Decoupling	
  the	
  retrieval	
  of	
  user-­‐specific	
  content	
  from	
  the	
  loading	
  of	
  a	
  social	
  plugin	
  
in	
  “Privacy-­‐Preserving	
  Social	
  Plugins”	
  [Usenix	
  	
  ’12]	
  

	
  	
  
	
  
	
  
	
  
	
  

Background	
  work	
  



Spam	
  in	
  Twi$er:	
  	
  
•  Reconstruct	
  spam	
  into	
  campaigns	
  for	
  clustering:	
  six	
  features	
  used	
  by	
  spammers	
  &	
  

provide	
  online	
  spam	
  filtering	
  in	
  OSN	
  server	
  in	
  “Towards	
  Online	
  Spam	
  Filtering	
  in	
  
Social	
  Networks”	
  [NDSS	
  ‘12]	
  

•  Detec6ng	
  if	
  account	
  is	
  automated	
  from	
  tweet	
  	
  6mestamp	
  in	
  “Detec.ng	
  and	
  
Analyzing	
  Automated	
  Ac4vity	
  on	
  TwiGer”	
  [PAM	
  ’11]	
  

•  A	
  complete	
  analysis	
  of	
  spam	
  in	
  twiSer:	
  	
  analyzing	
  compromised	
  accounts,	
  
analyzing	
  features	
  spammer	
  use,	
  group	
  spam	
  to	
  campaigns,	
  iden4fy	
  trends	
  that	
  
dis4nguish	
  phishing	
  malware	
  and	
  test	
  blacklists	
  in	
  “@spam,	
  Detec.ng	
  and	
  
Analyzing	
  Automated	
  Ac.vity	
  on	
  TwiGer”	
  [CCS	
  2010]	
  

•  Iden4fy	
  spam	
  accounts,	
  campaigns,	
  iden6fy	
  marketplace/spam	
  affiliate	
  programs	
  
in	
  “Suspended	
  Accounts	
  in	
  Retrospect:	
  An	
  Analysis	
  of	
  TwiGer	
  Spam”[IMC	
  ‘11]	
  	
  	
  

	
  
	
  
	
  
	
  

Background	
  work	
  



Given	
  that:	
  spammers	
  exploit	
  trends	
  
	
  
We	
  need	
  to:	
  inves6gate	
  the	
  features	
  of:	
  
•  Spam	
  tweets	
  (#trends,	
  RTs,	
  @,	
  #followers,	
  …)	
  
•  Spam	
  campaigns	
  (graph	
  structure)	
  
	
  
In	
  order	
  to:	
  
•  Understand	
  spam	
  	
  
•  Iden6fy	
  spammers	
  vs.	
  legit	
  
	
  

A	
  new	
  approach	
  



	
  

○  Top	
  ten	
  trending	
  topics	
  every	
  ten	
  minutes	
  for	
  10	
  days	
  
○  Ten	
  twiSer	
  accounts	
  downloading	
  in	
  parallel	
  
○  In	
  average:	
  1.500.000	
  tweets	
  /	
  day	
  
○  Data	
  from	
  US	
  
○  1.181	
  USA	
  trending	
  topics	
  
○  In	
  average:	
  400.000	
  different	
  users	
  /	
  day	
  
○  Use	
  blacklists	
  and	
  heuris6cs	
  to	
  iden6fy	
  spammers	
  
	
  

Our	
  Dataset	
  



Preprocessing	
  of	
  data	
  
For	
  every	
  user	
  we	
  download	
  &	
  save	
  :	
  	
  

o  #tweets 
o  #trends 
o  #different trends 
o  #number of tweets for each trend 
o  #spam_urls (according to blacklists) 
o  #legit_urls 
o  #percentage of tweets with trends 
o  #percentage of tweets with urls 
o  #RTs (not yet included) 
o  #User Mentions (not yet included) 
o  #followings (not yet included) 
o  #followers (not yet included) 



Google	
  heuris4c	
  
Spam URLs are hidden in a Google search results link 

 
 
 

	
  

www.google.com.tr/url?
sa=t&rct=j&q=&esrc=s&frm=1&source=web&cd=4&cad=rja
&sqi=2&ved=0CEAQFjAD&url=http%3A%2F

%2Fwww.followmania.us
%2F&ei=FveHUoDBHITdswa2q4HYCw&usg=AFQjCNG1f
WSqWsWxdI2QCMSeu3WGXHEtaw&sig2=fEuJc66pEvdq
9vLp2XyGdg&bvm=bv.56643336,d.Yms … 

•  Fast identification 
•  Reliable 
•  Use as a golden standard 
•  3.500 spammers ( ~1%) 

Growing industry: 
•  “Twitter follower markets”  
•  1-10 millions of victims  
•  40$-200$ per victim 



Central nodes are the campaign links 

morefollowers.me 

How does a “get more followers” campaign looks like? 



• SpamHaus	
  
o Many False Positives (i.e. instagram.com) 

• Surbl	
  –	
  not	
  so	
  strict	
  filters	
  
o High specificity (Few False Positives) 
o  Low sensitivity (Many False Negatives) 

• Google	
  Safe	
  Browsing	
  API	
  
o Only for phishing and malware 
o  10.000 links lookup / 24hrs  

Why	
  not	
  blacklists	
  ?	
  



	
  

According	
  to	
  these	
  data	
  what	
  are	
  the	
  paSerns	
  that	
  
dis6nguish	
  spammers?	
  



If we sort spam users according to 
#UT, then 14% of them (3500 – 
3000=500 out of 3.500 users) have 
more than 5 trends.  
 
The equivalent percentage for legit 
users is 0.06% 
(250 out of 400.000) 

CDF	
  of	
  unique	
  &	
  total	
  trends	
  

In total trends the 
distinction is not so 
clear as with unique 
trends 



Plot of unique & total trends per user 

Users are sorted by the 
number of unique trends. 
Spammers have clearly more 
trends than legit users on blue 
line.   



Method True Positive Ratio 
(Spam identified as Spam) 

True Negative Ratio 
(Legit identified as Legit) 

Logistic 
Regression 

55.1% 99.9% 

SVM 55.0% 99.8% 
Decision 
Trees 

59.2% 99.9% 

Random 
Forest 

59.3% 99.9% 

•  490.000 Legit users, 3.500 Spam users 
•  10-fold Cross Validation  

Classifica4on	
  



Complex and overfitted but.. the first rule is always interesting.. 
 

! 
Decision Tree Visualization 

X[2] is #trends / #tweets 



Plot: #Trends / #Tweets 

False negatives.. L 

If we sort spam users according to 
trends/tweets, then 8% of them (3200 
– 200=300 out of 3.500 users) have 
more than 4 trends.  
 
The equivalent percentage for legit 
users is < 0.06% 
(250 out of 400.000) 



•  Plot TLDs linked by top trend users:  
o  For top trend users plot the TLDs of links contained in tweets 
o  Manually check the TLDs 
o  Blue nodes: usernames  
o  Green nodes: TLDs 
o  Labels on users:  

§  username/#unique trends of user 
o  Labels on edges:  

§  number of times the user has sent a tweet with that TLD 
o  Threshold = Minimum #unique_trends 
o  Plot for different threshold values 

Discover spam campaigns 



Zoom in …….. 

For #trends>=6 



•   Για #trends>=6 

Online	
  Share	
  trading	
  site,	
  when	
  you	
  
click	
  on	
  links	
  it	
  forwards	
  you	
  to	
  a	
  	
  
follow	
  app	
  in	
  twi$er.	
  	
  	
  







High	
   payout	
   rates,	
   good	
   monthly	
   income,	
   fast	
   &	
  
customized	
  url	
  shortener,	
  and	
  non-­‐intrusive	
  ads	
  to	
  my	
  
blogs.	
   Also	
   I've	
   got	
   a	
   lot	
   of	
   visitors	
  with	
  AdF.ly	
   as	
   a	
  
publisher.	
  Keep	
  your	
  awesome	
  service	
  going	
  on!	
  

Earn	
  fast	
  easy	
  money	
  schemes:	
  	
  
•  URL	
  shrinking	
  service	
  that	
  pays	
  the	
  users	
  depending	
  on	
  the	
  #clicks	
  &	
  
•  Ponzi	
  scheme	
  !	
  



•  Social	
  media	
  followers	
  
market	
  	
  

•  Social	
  media	
  followers	
  
contests	
  

•  Social	
  media	
  followers	
  
market	
  

•  “An	
  Interna4onal	
  Crowd	
  
funding	
  PlaAorm	
  to	
  Raise	
  
Money”	
  

	
  



Monster MMORPG game online 



•  Metrics	
  like	
  trends/tweets,	
  unique_trends	
  can	
  dis6nguish	
  
more	
  than	
  half	
  of	
  spammers	
  

•  We	
  shouldn’t	
  rely	
  on	
  blacklists	
  to	
  iden6fy	
  spam	
  
•  Campaign	
  plots	
  show	
  that	
  there	
  are	
  more	
  complex	
  

“spammish”	
  techniques.	
  
•  The	
  complete	
  picture	
  is	
  not	
  yet	
  revealed..	
  
	
  

Discussion 



•  Run	
  for	
  more	
  days	
  /	
  weeks	
  /	
  months	
  
•  Assess	
  more	
  heuris6cs	
  /	
  blacklists	
  
•  Build	
  simple	
  classifica6on	
  mechanisms	
  
•  What	
  are	
  the	
  graph	
  proper6es	
  of	
  spam	
  campaigns?	
  

Future work: 



Adjust	
  the	
  procedure	
  in	
  a	
  gossip	
  algorithm:	
  	
  
	
  
•  Trend	
  and	
  Tweet	
  collec6on	
  is	
  already	
  distributed	
  among	
  

mul6ple	
  accounts	
  
•  Store	
  in	
  MongoDB	
  
•  Run	
  ensemble	
  methods	
  for	
  classifica6on:	
  

o  Adaboost	
  
o  Random	
  Forest	
  Classifier	
  

•  Merge	
  campaign	
  graphs	
  in	
  order	
  to	
  iden6fy	
  larger	
  spam	
  
campaigns,	
  	
  

•  “get	
  the	
  complete	
  picture”	
  

 
 
Collaboration: Distributed Spam Filtering 


