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The 4N6 research group conducts research in the design and
validation of trustworthy and secure networked systems. Such
systems often have requirements for high security and privacy, such
as confidentiality, integrity and availability, and these goals may
contradict one another. By providing a unified method to validate
those criteria during the entire design process, the group develops
and applies sound theoretical and engineering principles to
trustworthy real-world system design.

Almost all of the 4NG research projects are in collaboration with our
industrial and research laboratory collaborators, e.g., IBM Research,
Fortinet Corporation, PowerWorld Corporation, Google, and ATT
Research Labs.
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projects are on 1) automated intrusion response and recovery
capabilities; 2) trustworthy power grid critical infrastructures; 3)
secure cloud-based computations; 4) smartphone security and
privacy; 5) malware analysis; 6) intrusion root-cause analysis.
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§ >2/3r of online adults
use social networks
‘a A

98% of university
students use Facebook

| day, >300 million via their
smartphone device

U.S. Facebook users 55
and older grew 922% in
2009 (now ~100M)




History of Social Networking Sites

Launch Dates of Major
Social Network Sites
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*Boyd et al. Social Network Sites: Definition, History, and Scholarship. Journal of Computer-Mediated Communication, 13(1), article 11. 2007



“MySpace is
a place for
friends.”

“MySpace is
Your
Space.”

“MySpace
keeps you
connected.”

New To MySpace? y FOWERED BY
ﬁ myspacem Take a Tour | Latino z Search (L;O()Slﬁ'

Home Browse People Find Friends  Local Music Video Games Events More v Safety Privacy Sign Up

. Get Ch
Click Around. Chrome fast. . Ty Gighis)

Log In

Email:

Cool New Videos

W Remember Me

Robot Leads Wedding Onion: President Lip-Syncing? Blazing Fast Turtle Race

More Video A E—

MySpace Video: Your Source for Great Videos

.

e Primetime: Catch Up with Your Faverite TV Shows

Family Guy: Stewie is Still Set on World Domination BIUE4U

e Lost The Epic Comes to an End

Breaking Up Is Hard To Do. Let
Blued4U Make It Better.

The Simpsons: Do the Bartman

BlueKC.com/Blue4U

Top Searches

Family Guy » Glee  Saturday Night Live e The Twilight Saga: Eclipse « TMZ « E! News » Lady Gaga
Fuel TV e Justin Bieber » Miley Cyrus

Help | Terms | Privacy Policy | Safety Tips | Advertise | Developers | MySpace International ¥ | MySpace Lating
Careers | Press Room | Music | Videc | Sitemap




facebook ——T

Facebook helps you connect and share with Sign Up
the people in your life. It's free and anyone can join

First Mame:

& Last Name:
ﬂ. i‘ d[l ﬂ. i. Your Email:

r 3 .g. ) Mew Password:

E Lam: | Select Sex: [»
Q H EI Birthday: | Month: [ || Day: (¥ | Year: [#

Whiy do I need to provide this?

Create a Page for a celebrity, band or business.

English {US) Espafiol Portugués (Brasil) Francais (France) Deutsch Italiano awp=n =1 ZZ(ZZ) ZZz2 »
Facebook © 2010 English (US) About Advertising Developers Careers Terms s Find Friends Privacy Mobile Help Center Blog Badges

“Giving people the power to share and
make the world more open and connected.”

do you have a facebook?




Hawve an account? | Sign in IZEZI

- Search for & keysword or phrasze..
@Eﬁ%@? P

Discover what’s happening right now, anywhere in the world Twitter is a rich source of instant
information. Stay updated. Keep

others updated. It's a whole thing.

TRENDING

Let me in»

See who's here Top Tweets viw s _ : :
Customize Twitter by choosing

who to follow. Then see tweets

OMGihatethat when teachers get off track and tell you stories about
- their life. £omgiLOVEthat from those folks as soon as
17 hours ago they're posted.
OfficialPantera RIP Paul Grey of Slipknot. Another loss to the metal
community. http://bit.ly/919Lvd Using Twitter for a business?
19 hours ago Check out Twitter 101
g W nodoubt Back in the studio again this week, the vibe here reminds
Friends and industry peers you !*M me of recording sessions for TK and ROS and Rock Steady. Good
know. Celebrities you watch. Fa times! -Tom
Businesses you frequent. Find 19 hours a0o
them all an Twitter.
o | Lirnocilhe Wikv sm Twrstehing indeaw | akan nn CHE wdhen thare =ro
© 2010 Twitter About Uz Contact Blog Status Goodies APl Business Help Jobs Termsz Privacy Language: English »

“Twitter is a service for friends, family, and co-workers to
communicate and stay connected through the exchange of quick
frequent answers to one simple question:

What are you doing?”



Linkedin Updates | Linkedln Answers

Linkedin Corporation & 2010 | User Agresment

Linked[[fJo Home WhatisLinkedin? Join Today ~Sign In

Over 65 million professionals use LinkedIn to Join LinkedIn Today

exchange information, ideas and opportunities

First Name: | |
k% Stay informed about your contacts and industry Last Hame: | |
T A7) Find the people & knowledge you need to achieve your goals Email: | |
ﬁ Control your professional identity anline Password: | |
§ or more characters
:
Already on LinkedIn? Sign in.
Search for someone by name: |First llame | |Last Name | | Go |

Linkedin member directory, abcdefghijkimnopgretuvwxyzmore | Browse members by country

* By clicking Join Now, vou are indicating that you have read, understood, and agree to Linkedin'z Uzer Agreement and Privacy Policy.

Customer Service | About | Blog @ Careers | Adverising | Recruiting Solutions | Tools | Developers | Language
Linkedin Jobs | Jobs Directory | Company Directory | Service Provider Directory

Privacy Policy | Copyright Policy

Linked [T}

“Your professional network of trusted contacts gives you an
advantage in your career, and is one of your most valuable assets.
LinkedIn exists to help you make better use of your professional
network and help the people you trust in return.”




. . It's Free!
social bookmarking

The tastiest bookmarks on the web. ‘

Save your own or see what's fresh now! .‘ \‘lm
'M
@ Learn More U

Search the biggest collection of bookmarks in the universe... [ search Delicious | search |

Fresh Bookmarks

The freshest bookmarks that are flying like hotcakes on Delicious and beynnd
See more recent bookmarks ©) o boglmants eavad i the ket minue Enﬂ

What Happens to a YouTube Video After 1,000 Uploads? save m

via mashable.com
art voutube video COmpression repeat

b 13 Related Tweets
|

. . “Delicious is a Social Bookmarking service, which means you
delicious can save all your bookmarks online, share them with other
social bookmarking  people, and see what other people are bookmarking.”
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Explosion of Social Networks

JOCIAL MEDIA VISITOR GROWTH

REGISTERED USERS
A 1158 Have a profile on a social network site
P t Internet U Buf
1BILLION ercentage of Internet Users, By Age
REGISTERED
USERS 75%
} soom [
|
0 Average 35%
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Great Targets to
Attack!
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That Important “P” Word

privacy, : \’ pri-va-s€, n. " The claim of
individuals, groups or institutions to
determine for themselves when, how and to
what extent information about them is
communicated to others.”
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Google gets take-down requests after

Cybe European court ruling: source
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13 COMMENTS | W Tweet | 137 ﬁsmro es [ sharethis (841 11| [ Email & Print

MNovember 20, 2




Revised Rights & Responsibilities

* “Youl

. “ygy COnsentto Collection and Processing in the United States.
pPriva : |

Co -é-lé“ By using Facebook, you consent to having your personal

News for snowden

Edward Snowden NSA whistleblowing story to be
ey filmed by ...

B The Guardian - by Xan Brooks - 2 hours ago Edward SnOWden

Director of Platoon and JFK will direct a big budget adaptation of ‘
Guardian journalist Luke Harding's book about Snowden’s role in System Administrator
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What Are The Security Risks?

. canresultin SOCIAl engineering, identity theft, financial

fraud, infected computers, stalking, child abuse, sexual predation,
defamation, lawsuits, mad boyfriend/girlfriend/spouse/parent,
unwanted legacy, embarrassment, ...

The Joy of Tech.. by Nitrozac & Snaggy
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Signs of the social networking times.



from invitarions

@hi5.com 1y
Subject

Jessicy would Jije to be you, frieng on hisy
10 You s

/ﬁ reply r//-}- forward. archive H Junk

/ IE" delete
5 Home My Profile Friends Photgs Messages Games

11/6/09 11:26 A

Other aActions
Groups Applicatians

Join | Log in | Help
Balance; g B | Cains = “"“'

© 2003-2009 his Networks
T

Witation Card.zj
AN Card. zj,







Conclusions

* Security and Privacy concerns
in Social Networks are real and
emerging!

Background
(hidden to user)

* Nowadays, the main weakness
in sociotechnical systems are
human factors.

e System security solutions can
address the problem
fundamentally!

saman.zonouz@rutgers.edu hanks for your attention! Q?
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