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Fan, Friend or Foe? 
The Risks of Social Networking 





>2/3rd of online adults 
use social networks 

98% of university 
students use Facebook 

Facebook has over 1B 
“active” users, half of 
which login on any given 
day, >300 million via their 

smartphone device 

U.S. Facebook users 55 
and older grew  922%  in 
2009 (now ~100M) 



History of Social Networking Sites 

*Boyd et al. Social Network Sites: Definition, History, and Scholarship. Journal of Computer-Mediated Communication, 13(1), article 11. 2007 



“MySpace is 
a place for 
friends.” 
 
“MySpace is 
Your 
Space.” 
 
“MySpace 
keeps you 
connected.” 



“Giving people the power to share and 
make the world more open and connected.” 



“Twitter is a service for friends, family, and co-workers to 
communicate and stay connected through the exchange of quick 
frequent answers to one simple question:   
 

What are you doing?” 



“Your professional network of trusted contacts gives you an 
advantage in your career, and is one of your most valuable assets.  
LinkedIn exists to help you make better use of your professional 
network and help the people you trust in return.” 



“Delicious is a Social Bookmarking service, which means you 
can save all your bookmarks online, share them with other 
people, and see what other people are bookmarking.” 





Explosion of Social Networks 

Great Targets to 
Attack!  



That Important “P” Word 

 privacy, : \’prī-və-sē, n. “The claim of 
individuals, groups or institutions to 
determine for themselves when, how and to 
what extent information about them is 
communicated to others.” 



What Are The Security Risks? 
• Malware distribution 
• Cyber-bullying  

(“trolling”, emotional abuse) 
 
 
 

• “Shelf-life” of information (lives forever in cyberspace) 
 
 

• Privacy concerns 
– Information about you that you post 
– Information about you that others post 
– Information about you the social networking sites collect and 

share with others 



• “You own all of the content & information you post.” 
 

• “You specifically give us the following permission, subject to your 
privacy and application settings, to use any content that you post on 
or in connection with Facebook.” 

 

– Non-exclusive 
– Transferable 
– Sub-licensable 
– Royalty-free 
– Worldwide license 

 

 

• “We may collect information about you from other users.” 
• “Sometimes we share aggregated information with third parties.” 

Revised Rights & Responsibilities 

 

Consent to Collection and Processing in the United States.  

 

By using Facebook, you consent to having your personal 

data transferred to and processed in the United States. 

System Security Solutions  



What Are The Security Risks? 
• Can result in social engineering, identity theft, financial 

fraud, infected computers, stalking, child abuse, sexual predation, 
defamation, lawsuits, mad boyfriend/girlfriend/spouse/parent, 
unwanted legacy, embarrassment, … 



Malware Distribution 

• Similar to other threats that can lead to 
downloading/installing malware 

 

– Malicious ads 

 

– Clickjacking (aka “likejacking”) 

 

– Wall posts, inbox or chat messages with malicious links 
from “Friends” (hijacked user account) 
• “My wallet was stolen and I’m stuck in Rome. Send me cash now.”  

 

– Spam email pretending to be from Facebook admins 



Malware Distribution 

• Koobface  

• Grandaddy of malware targeting Facebook 

• Continues to evolve and infect today  

 



Conclusions 

• Security and Privacy concerns 
in Social Networks are real and 
emerging!  

 

• Nowadays, the main weakness 
in sociotechnical systems are 
human factors.  

 

• System security solutions can 
address the problem 
fundamentally! 
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